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Personal protection of
informalion slarts with you
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shop-sa recently held an information
evening for its members, helping them
get to grips with the new Protection of
Personal Information (POPI) Act: what
it says; how it affects them; and what
they should do to stay compliant.

The evening was sponsored by
Fellowes Beswick, Kolok, Rexel, Pitney
Bowes, Trodat, Dahle and Parrot
Products.

The Protection of Personal Information
(POPI) Act has been imminent for some
years, and was finally signed into law in
November 2013.

In principal, the business community
has welcomed POPI as it brings
South African legislation in line with
international directives and laws that
deal with the thorny issue of data
privacy.

“POPI is not just about red tape
and new overheads,” says Dr Peter
Tobin from i-Act Africa. “It gives South
Africa the opportunity to join the
international community; to establish
our own international competitiveness
and to recognise the importance of
data privacy. We need POPI because,
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without it, we will be increasingly left
out of the international community.”

In essence, POPI deals with how
companies handle their customers’
personal information; ensuring that they
take due care in collecting, storing,
sharing and destroying it.

Tobin says there are many different
aspects to the definition of personal
information, all of which will need to be
clarified once the Act is running.

And, while many companies have
started overhauling their IT processes
in anticipation of POPI, there are many
areas where they could still fall short
— or fail to recognise there could be an
issue.

“To start off with, there are so many

different record types: electronic;
photographs; documents; fiche; books;
film; computers; maps; and other. We
are going to have to tighten up our
record-keeping if we want to comply
with POPI.

“Then, in many cases it's not
altogether clear what personal
information is. Where does social media
fit in? What is the profile we maintain
on ourselves, our employees and our
customers? And don't forget, in terms
of the Act, a company is a person as
well.”

Companies also have to consider
special requirements. “There are special
considerations including information
about children, the rights of data

The recent shop-sa information
evening on the Protection of Personal
Information (POPI) Act was sponsored
by Fellowes Beswick, Kolok, Rexel,
Pitney Bowes, Trodat, Dahle and Parrot
Products.

The evening aimed to explain the

POPI act and its implications for the
industry.
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subjects, and the appointment of
information officers, electronic direct
marketing, trans-border information
flows and more.

“You need to understand the
implications of POPI in your day-to-
day operations as well as for events
like direct marketing, call centres and
exhibitions.”

Once the Act is promulgated and a
regulator set up, companies will have
just 12 months to become compliant
with the legislation.

And companies that don’t comply
face the prospect of a fine and possibly
even prison sentences for company
directors.

“There could potentially be fines of up
to R10-million and jail time of up to 10
years for executives,” Tobin points out.
“Other implications of non-compliance
include possible civil damages claims
— including class action suits — as well
as damage to the company’s reputation,
loss of customers and damage to the
business.”

But there are upsides to compliance
as well, he says.

“There is an opportunity for your
business to demonstrate good

governance,” says Tobin. “And your
business could provide market
leadership. You need to be doing the
right thing — by your staff, customers,
suppliers and authorities.”

Tobin believes that shop-sa members
can take the initiative and lead the
industry in terms of compliance.

“Chapter 7 of the Act makes provision
for codes of conduct,” he says. “shop-
sa and its members need to consider
how best to use this opportunity to
create their own code of conduct for the
industry.”

Tobin points out that taking action
means the association can help to
influence the spirit of the law.

“If we, as an industry, do nothing,
we run the risk that the regulator
will decide how to interpret elements
of the Act, for instance the issue of
destruction.

“The second option is for us to
take the initiative and decide what
makes the most sense and what we
think is meant by certain terms and
documents.

“The association is in a position to
make a difference and to make all of
our lives a lot easier.”

association news -

= 4
(&

TRADING

BUSINESS MACHINES

AZ Trading bids farewell to
all its dealers

AZ Trading, directed by Paul Naidoo,
has decided to embark on servicing
its key clientele, thus relinquishing
importing functions. All key brands,
such as DSB, Neorel and KW-Trio, will
henceforth be managed by Denton
Office Solutions (D.0.S), with effect
from 1 July 2014.

The current base of reseller networks
will now be individually managed by Theo
Denton and his team at D.0.S, operating
out of Johannesburg and Cape Town.

AZ Trading would like to take this
opportunity to thank all our loyal
clientele for their valued support over
the years. Without them it would not
have been possible.

We also wish D.O.S success with
their new ventures.

Many companies are still mulling whether
they need to change the way they do
business as a result of the new Protection
of Personal Information Act (POPI).

While some have adopted a wait-and-
see attitude, others have been a bit more
proactive.

Rexel is a case in point: when POPI
was signed into law last year, the
company set out to find out exactly what
implications it held for the business.

Dr Peter Tobin from I-Act Africa
describes their action as a “bit of a leap
in the dark” as the stationery organisation
set out to find out how to adapt its
business practices to accommodate the
new legislation.

To start with, Rexel completed an
assessment to gauge its initial level of
compliance with the Act.

This was followed by an analysis of
what personal information processing
takes place with the organisation.

“Once this was understood, policies
were developed to meet the needs of the
business and its stakeholders,” says Tobin.

“We were then able to design training for
Qach staff member at Rexel that ensures

'How Rexel took POPI by the horns

they understand the Act and how it
impacts their own job.”

The next step, and one that Rexel
is already taking, is to make POPI
compliance part of the company culture.

“An example is when you take
someone’s business card, what do you
do with it?” Tobin asks. “If you throw it
in the bin you are making a big mistake:
according to POPI you need to know
where any information goes when you've
finished with it.

“We need to change our thinking about
a lot of things.”

Even shredding a document might not
be sufficiently compliant, Tobin adds.
“There are a number of different security
standards for shredders and your staff
need to be aware of what they are. You
need to think about the personal data
contained on things like your old cell
phones, photocopiers, fax machines,
tablets and USBs among others.”

Having worked with Rexel on a POPI
plan of action, Tobin says the messaging
is starting to emerge in the company’s
marketing, giving it an edge as having
taken the initiative.

Top 10 tips to reach POPI
compliance

Get approval for the POPI
compliance project charter;
Appoint an information officer;
Identify the extent of current and
planned compliance with POPI Act;
|dentify what personal information
is in your processes, what records
may contain personal information,
and user rights;

Develop and implement a POPI
Act compliance policy and privacy
notice;

Review your Web site for POPI
compliance and publish your
privacy notice;

Update your Promotion of Access to
Information Act (PAIA) manual;
Implement personal information
management processes, including
acquisition, processing, retention,
security and destruction practices;
Train staff on their role in POPI Act
compliance; and

Make POPI Act compliance
business as usual — it should make
your business more successful.
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